Abstract-The use of Wireless Sensor Networks (WSNs) has developed rapidly in the last decade. Deploying tiny sensors with limited battery power in open and unprotected environment and dynamic topology in WSNs raises security issues in this kind of networks. Attacks can occur from any direction and any node in WSNs, so one crucial security challenge is to detect networks' intrusion. There are several algorithms for building Intrusion Detection Systems (IDS) based on different WSN routing protocol classifications with respect to energy-efficient manner. This paper provides an overview of the research on IDS in WSNs, focusing on routing protocol classification depending on network structure with respect to energy consumption as a crucial parameter in these kinds of networks. In addition, some simulation manners are reviewed.
I. INTRODUCTION
WSNs consist of a collection of sensor nodes which are distributed in open environment in various locations.WSN can be used for different applications such as medical monitoring, military applications, environment monitoring, and healthy applications [1] . The use of WSNs has developed rapidly in the last decade and the traditional way of protecting networks is no longer sufficient for these types of networks.
Deploying sensors in open and unprotected environment and dynamic topology in WSNs raises security issues. Attack can occur from any direction and any node in WSNs, so one significant security problem is the networks' intrusion detection. IDS can be used to detect and determine whether the packets are malicious. Security solutions in the network can be divided into two categories: prevention and detection [2] [3] . Prevention techniques, such as encryption, authentication, firewalls, physical isolation, as the first line of defense, are usually to prevent attacks from outside. These prevention measures can reduce the chance of intrusion, but they are unable to eliminate the intrusion altogether. According to the experiences in research on security issues, no matter how many safety precautions are taken in WSNs, physical links may always be invaded, therefore, prevention techniques seem to be relatively weak. In this case, intrusion detection can become the second line of defense in WSNs; for networks that require relatively long lifetime, intrusion detection is especially necessary. The goal of intrusion detection is that when preventive measures fail, WSNs can identify and resist the attacks by means of intrusion detection techniques [4] .
The IDS monitors a network and generates an alarm when an attack is detected. The two important modules of intrusion detection are anomaly detection and misuse detection [2] [3] . The misuse detection detects the attack type by comparing events with the previous attacks behavior and the current ones, whereas anomaly detection builds a model of normal behavior, and compares the model with detected events [5] , catching those that deviates from the defined normal behavior.
WSNs routing protocol can be classified into three categories based on network structure: flat-based routing, and hierarchical-based routing and location-based [6] . In flat-based routing protocols, each node plays the same roles in routing procedure [7] . In large networks, Base Station (BS) specifies certain regions and sends queries to them, and then waits for data from nodes in that region. This routing is data-centric and saves energy through data negotiation and elimination of data redundancy [6] . In hierarchical routing protocols nodes play different roles and this routing are based on clustering, and Cluster Heads (CHs) are responsible to collect data from neighbors in each cluster and sends collected data to the BS. This routing protocol is scalable and energy-efficient [6] , because nodes with higher energy can be CHs. In locationbased routing protocol, the transmission route for a node is based on the localization of the final destination and the other node positions [7] . In this routing, some location-based scheme in order to save energy demand nodes go to sleep mode when there is no activity [6] . In this paper several works for building IDS are presented with regard to energy consumption as a crucial resource for sensors as well as being the key challenge in WSNs. These papers are grouped based on three types of WSNs routing protocols.
A. Hierarchical routing
Yan et. al. [5] propose an IDS for CHs because in this routing most attackers which are the targets for attackers [5] . The anomaly and misuse detection techniques are used as a hybrid technique, and the rules-based analysis method is used to build anomaly detection modules and experts defined the corresponding rules. As shown in Fig.1 , the anomaly detection module checks a large number of packets, and then the misuse detection module judges the abnormal packets. The final decision is made in the decision making module. The outputs of the anomaly detection and misuse detection modules are integrated and the types of attacks are reported to the network administrator. The decision making model uses the following rules in order to make the final decision:
1. If the anomaly detection module detects an attack but the misuse detection module does not detect an attack, then it is not an attack and it is an erroneous classification. 2. If both anomaly detection module and misuse detection module detect an attack, then it is an attack and the class of attack is determined. A three-layer Back Propagation Network (BPN) is adopted for misuse detection module, which is used to classify the attacks and evaluate the performance of the misuse detection. Anomaly detection provides a high detection rate, but high false positive rate. The misuse detection has high accuracy but low detection rate, so HIDS combines of the high detection rate of anomaly detection and the high accuracy of misuse detection and thus increase detection of unknown attacks.
WSNs are generally deployed in a hostile area for operating applications. Hence the attackers can easily compromise the sensor nodes. The attackers can get some keys from the compromised nodes, and find out the keys among the non-compromised nodes. Attackers can used these exposed keys and modify the messages between the noncompromised sensor nodes, compromising the entire application of the WSN. This problem can lead the security services to guaranteeing the authentication, confidentiality and integrity of communication among sensor nodes. Recently, D. Liu and Q. Dong [8] try to overcome this problem by proposing a mechanism for detecting misused keys between the non-compromised sensor nodes, which was not suitable to be applied to the hierarchical routing. However, the energy consumption concern, which is one of the significant factors in WSNs, still remains. So, Park et. al. [9] propose a misused key detection mechanism for hierarchy routings, called voluntary detection. Receiving node detects misused key by oneself, and by comparison with [8] it shows an excellent performance for energy consumption. In the voluntary detection, verifying misused key is done by cluster heads. Hence, the detection's overhead can be reduced. This scheme has a two-level detecting mechanism for misused key detection. First-level which is done at the cluster head, is to decrease the overhead of the cluster head for detecting misused key by making use of a safe node. The safe node has pairwise keys with each node so it can provide the safe path to near sensor nodes. Base station operates the second level which is preventing the cluster head from misdetecting the misused key. Since the energy is one of the significant factors in WSNs, this scheme shows an excellent performance.
Many anomalies can occur in WSNs and many damage the preferred functionalities which is the resulting of different kinds of holes' formation such as coverage holes, routing holes, jamming hole, and worm holes. Among them, coverage hole is an important issue in WSNs to make sure that at all time, the area of interest is totally under the coverage. There are some reasons which make the emergence of coverage hole ineluctable: Random Deployment, Sensor Failures, Position Changing, and Presence of Obstruction. Watfa and Commuri [10] provide a distributed algorithm for the whole coverage problem in WSNs which recognizes the coverage holes in the network and the nodes that are in the coverage hole's boundary. In this algorithm a random deployment is given to sensor nodes, then the distributed hole coverage algorithm is applied. The message will be broadcasted by the sensor nodes which lie on the boundary of the coverage hole, thus it will find the hole boundary cover in a region of 10 x 10. This algorithm is very low in computational complexity to decrease the energy consumption.
To countermeasures the attacks, the authentication of each node is needed. The authenticate method need a simplify algorithm to reduce energy consumption. Beside, the authenticate method is too easy to decrypt that will lose efficacy. So, Hsieh et. al., [11] combine IDS and ontology to construct relationship between each node that provides a way to detect attacks. As energy consumption of IDS is a significant concern for system design, they proposed a lightweight intrusion detection method using modules to reduce IDS consuming unnecessary energy. The architecture of the system is shown in Fig. 2 . First, WSN packages and attack type packages are gathered to build an intrusion features database to evaluate normal or anomalous transmission packages. The useful intrusion behavior features are extracted into package knowledge as attack type modules database. A package reduction algorithm using Rough Set Theory (RST) is proposed to reduce Support Vector Machine (SVM) operation loading. The system applied ontology to construct relationship between wireless sensor nodes. The manager set a threshold value of ontology relationship to detect attacks. The ranger intrusion detection system is a light-weight system that chooses attack modules to monitor every node in the wireless network. The ranger carries different modules to detect intrusion depending on the environment.
After the network configuration is completed, IDS integrates the collection packages and throw them into assignment modules system on base station. The collection packages are also used to construct the ontology. Assignment system will complete the information for the integration of environmental analysis.
The ontology builds a whole relationship of WSN. The system can pre-select the module based on commonly used for the environment attack. The ontology could detect illegal nodes in WSN. 
B. Flat-based routing
Li et. al. [12] propose a distributed group-based intrusion detection algorithm which is lightweight and flexible. This algorithm is based on anomaly detection techniques and can run in flat homogeneous WSNs. The group-based algorithm includes two phases, first it partitions network into groups and then runs the group-based intrusion detection algorithm in each group. In this scheme no need to consider special node as a CH in each group. Grouping are formed based on distance between nodes and number of hops, so the sensor nodes which are in the same group and close to each other cannot have different observation between their sensed data. This group partition into equal sup-groups based on some attributes like sensor ID, remaining power, and number of hop to the root of the main group. These sub-groups monitor entire groups periodically, therefore reduce the total power consumption. When a node finds differences between its monitored data and its sensed data it will send alert to other nodes in the same group about charged node. When there are more than n 1 alert message from the same monitor node or charging the same abnormal node in a period of time, it will change to promiscuous mode and only monitor node by itself or monitor abnormal node, the number of observed abnormal messages is shown by n 2 . Then calculate the value: n 1 w 1 +n 2 w 2 where w1 and w2 are the weight value of the alert message, if this value is above threshold it will confirm charged node as a malicious node. This algorithm can be effective in increasing the accuracy rate and reducing false alarm. At the same time, it reduces the total energy consumption with the grouping of the sensors.
QiWang et. al. [4] present an anomaly intrusion detection algorithm based on a simple and resource-limited wireless sensor network. Static sensor nodes are assumed in this solution, each node provides neighboring nodes' activities, and builds a simple dynamic of the statistical model neighboring nodes, then using statistic detection model detects whether the neighbor node is anomalous. In this model the anomaly detection algorithm executes at each node separately, low-complexity cooperation algorithm may improve the detection and containment process [13] . The nodes can identify a legitimate neighbor by comparing a small number of received packet features.
The anomaly detection model presented in this algorithm is based on the following rules: 1) anomaly detection investigate neighbor nodes; 2) there is no full trust between observed nodes, since they could be under attack themselves; 3) observed data has to be explicated differently based on the assumed attack patterns (e.g., single nodes, regions); 4) the modeling of "normal" and "abnormal" behaviors are determined by the specific application of the sensor network. Because of using anomaly intrusion detection, this technique does not need any pre-knowledge and can detect new attacks but it cannot describe attacks in detail and may have high error rate and false alarm.
To achieve maximum resiliency against attacks, Janakiraman et. al. [14] proposed a new Dynamic Intrusion Detection Protocol model (DYDOG) based on data flow for High Error WSNs. In the proposed model, the dynamic intrusion detection nodes are organized based on the proposed protocol model which acts as a forwarding node as well as intrusion monitoring node with respect to the data flow through the sensor nodes. To make the network more flexible and dynamic against different type of attacks and to offer maximum monitoring of the node's availability which have better elasticity in high error rate WSNs, the selection of the node is from one-hop or two-hop neighbor's nonforwarding node list by using Secure Session Key Management approach. Due to the dynamically changed of the monitoring nodes in their behavior within the session itself, which depends on the mobility and the conditions, it is difficult for the attacker to identify and attack the dynamic intrusion detection nodes within the limited session. Through this model, the attacks and compromised nodes can be effectively identified at runtime in high data rate of static or dynamic WSNs.
Among the category of IDS for WSN, rule-based IDS (specification-based IDS) is the most common scheme. It is suitable for WSN due to its simple implementation and how the rule-based scheme fits the demands of WSN resource restrictions. On the other hand, the majority of the current rule-based schemes are attack specific, so they cannot detect a broad diversity of attacks. Also, they cannot cope with novel attacks since their rules are already created for specific types. Rassam et. al. [15] propose a novel framework based on the rule-based scheme which can overcome the limitations of rule-based intrusion detection schemes. The proposed framework has two main concepts; smart rule construction, which is for addressing the generality issue to detect as much known attacks as possible, and rule learning in which the new emerging attacks are learned continuously by a simple learner. Fig. 3 shows the proposed rule-based intrusion detection framework. The framework is expected to design a suitable lightweight intrusion detection system for a variety of WSN applications. Many experiments will be conducted to verify the viability of the framework, due to the exploratory of the work. 
C. Location-based routing
Zahariadis et. al. [16] present a trust model with the aim of improving security and increasing throughput, the lifetime and recilience of a sensor network .the routing decision in this algorithm are based on location and trust information , so node with poor trustworthiness are avoided duting routing. This model which protects network against a set of attacks, creates a trust table on each sensor. These tables keep and handle trust information about each neighbor node. values regarding the number of events are stored in these tables and based on these values an overall cost function is calculated, then the forwarding node will be selected. The cost is implemented by selecting a set of metrics regarding the type of attacks. The efficiency of this method is examined for integrity attack and some routing attacks like black-hole and grey-hole where the node exhibits selfish behaviour and does not forward all/part of traffic to neighbors. The metrics for black-hole and greyhole attacks are based on the forwarding and network ACK metrics, while for integrity attacks are based on integrity metric. Performance in terms of packet loss is evaluated for these attacks. This method can achieve less than 50% packet loss when more than 60% of malicious nodes are detected in the network, however, divers metrics are need for different types of attack.
Eludiora et. al. [17] develop a distributed IDS for WSNs. In this approach Sensor Nodes (SN) communicate directly with BSs. Energy consumed will be reduced during single hop data transmission from SN to BS. A careful consideration should be given to distance between a sensor and BS before the sensors were deployed, and keeping a close range of sensors to BS is important. Distributed IDS is implemented using TMote sky wireless sensors which are programmable, to allow intelligent communication between the SNs and the BSs. The proposed system establishes a baseline of network traffic and compares all incoming traffic with that baseline. If any attack is detected, data received from the attack node will be stopped. All traffic from sensors must pass through installed IDS in the BSs. Mobile Agents (MAs) are used to facilitate communication among the BSs and also enhance intrusion detection and prevention. Using MAs can help address over-loading issues in the BSs.
The SmartDetect WSN Team [18] presented WSN architecture of an intrusion detection application, SmartDetect, which can be used in various situations to detect human intrusions and reliably communicate such intrusions to the base station in a secure manner. It is developed for border and perimeter security over off-the-shelf low cost sensors, as networks are expected to work in harsh outdoor environments with heterogeneous terrain conditions. SmartDetect is developed over ultra-low power TelosB motes, and its sensor platform consists of three Passive InfraRed (PIR) sensors, connected to TelosB mote, oriented so as to ensure wide angular sensing coverage. The main features of the SmartDetect include power-optimal self-organization, reliable message delivery, security, low false alarm event detection, sleep-wake scheduling, energy efficient monitoring and debugging mechanisms. To reaching the features, the motes used a power-aware algorithm [19] to arise with a power level to ensure reliable packet delivery to the base station from any point in the network, due to the existence of at least two nodes which are closer to the base station. For classification of the data obtained from the sensors as indicating an intrusion event, a signal processing algorithm based on a 128-bit Haar transform [20] is used. A distributed fusion algorithm is used for electing a local leader which eventually forwards the event information to the base station, while a topology-free geographic routing algorithm similar to GRAdient Broadcast (GRAB) [21] is used to route the packet to the base station. The virtual coordinate of the node from the base station is the key parameter used in the algorithm. For getting the node locations a GPS can also be used. A lightweight re-keying logic has been applied using a low-cost Grindahl hash function to improve data confidentiality.
The analysis of this study are based on energy consumption, response time and detection accuracy.
II.SIMULATION OF IDS IN WSN
Due to the fact that the real sample cannot be obtained in WSN for intrusion detection the measurement that are presented to evaluate the performance of the misuse detection module in [5] used the KDDCup'99 dataset; as a training sample and testing dataset in their experiments. KDDCup'99 dataset ,which was arranged from intrusions simulated in a military network environment, consists of 34 types of numerical features and 7 types of symbolic features, with regard to different attack properties. This dataset categorized attack behaviors into four groups and one group of normal communication, then the recorded data are classified based on these four groups and the normal group.
Another measurement proposed by [16] is the JSIM platform in order to investigate whether the proposed secure routing protocol can detect the malicious nodes efficiently. JSim is a Java-based simulation tool for building quantitative numeric models and analyzing these models based on experimental reference data. Computational engine is fairly general and it can be used in a wide range of scientific domains [22] .
In [17] , the scheme was evaluated on real data gathered for WSNs which used TMote sky wireless sensor for testing and simulation based on specified parameters. The TMote Sky sensor node is based on the TMote platform. The TMote platform uses the CC2420 radio communication chip which designed for low-power and low-voltage wireless applications [25] .
III. ANALYSIS
WSNs can be used in different applications, each has its own features and requirements. So, with regard to this diversity of applications, new methods, algorithms and designs are needed. In WSNs an adversary can threat a sensor node, modify the data, insert fake message, and misbehave route and waste sensor resources. While there are some limitations in incorporating security into WSNs such as limitations in energy, storage, communication, computation, and processing capabilities the issue of security needs to be taken into consideration. Therefore, designing security protocols requires understanding of these limitations and achieving acceptable performance with security measures to meet the needs of an application [23] .
According to the security level standard, protocols must be as light as possible with regard to limited sensor energy in WSNs. Therefore, IDS in WSNs need to detect intrusion in a way that does not threat sensor energy dissipation.
The goal of a secure routing protocol for a WSN is to ensure the integrity, authentication, and availability of messages [24] . Most of the routing protocols for WSNs are vulnerable to various types of attacks like advertising routes by an adversary node to non-existent nodes. To handle these problems different mechanisms, for example appropriate authentication or creating trust table in each node can be used to ensure that only legitimate group nodes receive broadcast and multicast communication, So, regarding the diverse routing protocols in WSNs, in hierarchical routing which is based on clustering, CHs are the main target of attackers because they collect data from their neighbors in their clusters and then send or deliver these data to the BS. Therefore, protecting the CHs in hierarchical routing not only can detect attack ,but also can help to prolong network life time and decrease energy consumption. However, in this routing protocol, finding a suitable path to the BS and avoiding route misbehavior must be considered [5] .
Key establishment and management routing protocols for WSNs are other common measures which can be used to protect the network and avoid message modification.
In flat-based routing protocols some nodes are responsible to send data to the BS and the nodes close to the BS are more critical because they are responsible to communicate with the BS. So this routing protocol can partially preserve energy, but selecting legitimate nodes within the network is a challenge, and the presented algorithms try to overcome this problem by detecting anomalous and malicious nodes over network with regard to maintaining the path which comprises memory resources. But this routing protocol becomes necessary when reliability is strong [7] .
In location-based routing protocol the transmission route for a node are based on the localization of the final destination and the other node positions [7] . In this routing protocol power loss is increased specially when the nodes are located far from the BS; hence, proposed models try to overcome this issue, for example by limiting SNs to those which have data to transmit [17] , or by making routing decision based on location and trust information and ignoring nodes with poor trustworthiness during routing [16] .
IV. CONCLUSION
In this paper we have reviewed some existing approaches for detection methodologies in wireless sensor networks with respect to energy-efficiency. Different techniques have been developed for different WSNs, some of them are for particular WSNs and others are more generic. This paper provides a review of the research on intrusion detection system in wireless sensor networks. We have grouped existing IDS techniques based on different categories for routing protocol with regard to network structure in WSNs concerning on energy consumption as a crucial factor.
